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Abstract
The Data Retention Directive (2006/24/EC) provides the obligation for providers of
publicly available electronic communications services or of public communications
networks to retain traffic and location data for six months up to two years for the purpose
of the investigation, detection and prosecution of serious crime. Considering potential uses
and misuses of retained data such as traffic analysis, social network analysis and data
mining, this paper examines the suitability, necessity and proportionality of the
interference with the right to privacy posed by the Directive. Taking into account recent
case law it also discusses the critical question of whether the European Community had

any competence under Art 95 EC to issue the Directive.

1. Introduction

The Data Retention Directive (hereinafter referred to as the Directive)' marks a departure
from European data protection principles as they have been established by the Directives
95/46/EC” and 2002/58/EC°.

After the acts of terrorism committed on 9/11, in 2004 in Madrid and in 2005 in London
the political climate — at least to some extent based on an emotionally perceived high level
of risk — allowed for (or even demanded) drastic measures.* The Directive certainly fits
that bill.

This paper will focus on the question of the legality of the Directive, specifically the

interference with the right to privacy and the competence of the European Community

! Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of
data generated or processed in connection with the provision of publicly available electronic communications
services or of public communications networks and amending Directive 2002/58/EC. All unqualified Articles
and Recitals used in this text refer to this Directive.

2 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data.

% Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector (Directive
on privacy and electronic communications).

* For a general discussion of the conflict between privacy and the fight against crime and terrorism, see Benn-
Ibler, Gemeinsame Kriminalitats- und Terrorbekdmpfung im Spannungsverhdltnis zu den europdischen
Burgerrechten, AnwBI 2008, 12. For a more international perspective, see Warner, The Right to Oblivion:
Data Retention from Canada to Europe in Three Backward Steps, University of Ottawa Law & Technology
Journal, Vol. 2, No. 1 (2005), 75.



under Art 95 EC to issue the Directive. As much has already been written about the
turbulent legislative history® of the Directive, this paper will only refer to it where

necessary to construe provisions of the Directive.

2. The personal scope of the obligation to retain data

Art 3 states that only “providers of publicly available electronic communications services”
and providers of “public communications networks” are obligated to retain any data.
Art 2(1) refers to the definitions provided by 2002/21/EC®.

Art 2(c) 2002/21/EC defines the term *“electronic communications service” as “a service
normally provided for remuneration which consists wholly or mainly in the conveyance of
signals on electronic communications networks”. “[S]ervices providing, or exercising
editorial control over, content transmitted using electronic communications networks and
services” are explicitly excluded. In the context of the Directive, the most important
question is whether only Internet access providers or also other providers (like mail service
providers) provide an “electronic communications service”. Art 2(c) 2002/21/EC requires
that the service wholly or mainly consists “in the conveyance of signals on electronic
communications networks”. With respect to the Internet this definition only matches
Internet access providers. Their service consists in the “conveyance of signals” without any
editorial control. Technically speaking, they provide services on the first three layers of the
OSI networking model’: the physical layer, the data link layer and the network layer®.

Services provided over the Internet (as opposed to service providing access to the Internet)
do not mainly consist “in the conveyance of signals” — that is something left to Internet
access providers. Services provided over the Internet use the last (or topmost) four layers

of the OSI networking model: the application layer, the presentation layer, the session

5 See Bignami, Protecting Privacy against the Police in the European Union: The Data Retention Directive
(2007), 7 et seq; Westphal, Die Richtlinie zur Vorratsspeicherung von Verkehrsdaten, juridikum 2006, 34 et
seq.

® Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a common
regulatory framework for electronic communications networks and services (Framework Directive).

” Open Systems Interconnection model, see ISO/IEC 7498; Harris, CISSP All-in-One Exam Guide3 (2005)
417 et. seq.

® These three OSI layers correspond to the following layers in the TCP/IP networking model: the link layer
(e.g. Ethernet) and the network layer (e.g. IP, ICMP and IGMP). See Stevens, TCP/IP Illustrated, Volume 1
(1994), 2.



layer and the transport layer®. They do not concern themselves with the first three layers of

the OSI networking model, i.e. with the “conveyance of signals”.

Recital 10 2002/21/EC seems to contradict Art 2(c) 2002/21/EC when it states that “Voice
telephony and electronic mail conveyance services are covered by this Directive”. But the
term “conveyance” as it is used in Recital 10 2002/21/EC is to be understood in the same
context as it is used in Art 2(c) 2002/21/EC. The person conveying an e-mail or a signal is
not the one who initiates its transmission but rather the one who actually performs the
conveyance. It is not the mail service provider but rather its Internet access provider who

conveys an e-mail (using signals on electronic communications networks).

Mail service providers provide their service over the Internet and are therefore not
“providers of publicly available electronic communications services” as referred to in Art 3

of the Directive.

A similar question is raised with regard to providers of Internet telephony services.’® Here
it is necessary to differentiate between a VolP service provided entirely over the Internet
and a service that also allows its users to call into or receive calls from the mobile or fixed
telephone network.** In the former case the \VVoIP provider entirely relies on Internet access
providers to convey the actual signals on the electronic communications network. In the
latter case the VoIP provider’s service does consist of conveying signals on the telephone
network. From a functional perspective an Internet telephony provider acts as an Internet
access provider when a call is placed from the telephone network to a VoIP user and as a
telephone network access provider when a VolP user places a call into the telephone
network. Therefore only VVolP providers that allow access to or from the telephone network
can be considered “providers of publicly available electronic communications services” as

referred to by Art 3 of the Directive.

® These four OSI layers correspond to the following layers in the TCP/IP networking model: the transport
layer (TCP or UDP) and the application layer (e.g. HTTP, SMTP, FTP). See Stevens, TCP/IP Illustrated,
Volume 1 (1994), 2.

9 For an introduction to VoIP and network convergence, see Analysys, Final Report for the European
Commission: IP Voice and Associated Convergent Services (2004).

1 See, inter alia, Gschweitl/Langmantel/Reichinger, Voice over IP - Rechtliche Einordnung eines neuen
Konzeptes, MR 2005, 503.



The second kind of providers named in Art 3 are providers of “public communications
networks”. Art 2(d) 2002/21/EC defines the term “public communications network” as “an
electronic communications network used wholly or mainly for the provision of publicly
available electronic communications services”. Art 2(a) 2002/21/EC further defines the
term “electronic communications network” as “transmission systems and, where
applicable, switching or routing equipment and other resources which permit the
conveyance of signals [...] by [...] electromagnetic means [...]”. A provider of “public
communications networks” as referred to by Art 3 therefore is the person who provides the
network infrastructure that permits the conveyance of signals.

3. Transposition of the Directive

Art 15(1) states that the Member States have to implement the Directive by 15 September
2007. According to Art 15(3) Member States may also postpone the Directive’s
implementation until 15 March 2009 but only with regard to Internet access, Internet e-

mail and Internet-telephony.* Sixteen Member States chose to do so.

4. Data to be retained

4.1. General limitations

Art 3(1) states that providers of publicly available electronic communications services or
of public communications networks only have to retain data that they “generated or
processed”.® As Art 2(1) refers to 95/46/EC with regard to the definitions contained
therein, the term “processed” has to be construed according to Art 2(b) 95/46/EC which
defines “processing of personal data” as “any operation or set of operations which is
performed upon personal data, whether or not by automatic means [...]”. All data
(re)transmitted by a provider therefore is “processed”.

The requirement that the data has to be “generated or processed” makes clear that the
providers have no obligation to generate new data, for example by requiring their users to
provide personal data, such as a social security number to buy a pre-paid cell phone.

12 See, inter alia, Liebwald, The New Data Retention Directive, MR-Int 20086, 49, 54.
3 See, inter alia, Otto/Seitlinger, Die ,,Spitzelrichtlinie“: Zur (Umsetzungs)Problematik der Data Retention
Richtlinie 2006/24/EG, MR 2006, 227, 231.



Recital 13 explicitly states that the data to be retained has to be “accessible”. It further
notes with regard to Internet e-mail and Internet telephony that the obligation to retain data
may apply only in respect of data “from the provider’s or the network providers’ own
services”. As the Directive only covers “publicly available electronic communications

services” the term “service” as it is used in Recital 13 is to be construed in that sense.*

A further limitation is provided by Art 5(2) which states that “[n]o data revealing the
content of the communication may be retained pursuant to this Directive”. As discussed
below, traffic data if professionally analyzed will necessarily reveal at least parts of or
hints to the contents of a communication.™ A simple example would be regular calls to a
cardiologist only occurring during office hours. Art 5(2) therefore seems to essentially
contradict Art 5(1). To resolve this contradiction one has to interpret the phrase “data
revealing the content” in Art 5(2) as data “containing” or “directly revealing” the content.
This can also be supported by the last sentence of Art 1(2) which states that “[the
Directive] shall not apply to the content of electronic communications”. This means that
Art 5(2) only emphasizes what is obvious from Art 5(1): the content of communications
must not be retained pursuant to the Directive.'®

4.2.  Traffic data categories and affected means of communication

Art 5(1) names six categories of data to be retained: (a) data necessary to trace and identify
the source of a communication; (b) data necessary to identify the destination of a
communication; (c) data necessary to identify the date, time and duration of a
communication; (d) data necessary to identify the type of communication; (e) data
necessary to identify users’ communication equipment or what purports to be their
equipment and (f) data necessary to identify the location of mobile communication

4 Of a different opinion, Otto/Seitlinger, Die ,,Spitzelrichtlinie*: Zur (Umsetzungs)Problematik der Data
Retention Richtlinie 2006/24/EG, MR 2006, 227, 233; they appear to read Recital 13 in a way that providers
of publicly available electronic communications services or of public communications networks are only
obligated to retain data with respect to Internet e-mail and Internet telephony services they offer themselves.
Unless one regards all mail and VVolP service providers obligated to retain data — which they apparently do —
this would effectively render the Directive useless with respect to Internet e-mail and Internet telephony.

15 See, inter alia, Gitter/Schnabel, Die Richtlinie zur Vorratsdatenspeicherung und ihre Umsetzung in das
nationale Recht, MMR 2007, 411, 414.

16 See, inter alia, Bignami, Protecting Privacy against the Police in the European Union: The Data Retention
Directive (2007), 15.



equipment. This broad list of categories is considerably limited by the means of

communication to which they apply.

According to Art 5(1) traffic data is only to be retained in relation to five specific means of
communication: fixed network telephony, mobile telephony, Internet access, Internet e-
mail and Internet telephony. The kind of traffic data to be retained for each means of

communication shall now be discussed.'’

When fixed network telephony or mobile telephony is used for communication the
telephone number, name, address'® of the caller and the callee(s), the date and time of the
start and end of the communication’®, and the type of telephone service used® are to be
retained. For mobile telephony the caller and the callee(s) IMSI?*, IMEI?* and cell ID®
also have to be retained at the start of the communication. In the case of pre-paid
anonymous mobile telephony services the date and time of the initial activation and the cell
ID from which the activation occurred also have to be retained. The data relating to

unsuccessful call attempts does not have to be retained.

With regard to Internet access the following data has to be retained: the allocated IP

address®, user ID(s)?°, the calling telephone number in case of dial-up access?’, the name

Y The structure of Art 5(1) is based on the six different categories instead of the five means of
communication. The author finds the latter approach more practical as it allows a better understanding of the
data actually retained when using a certain means of communication.

8 Art 5(1)(a)(1) and Art 5(1)(b)(1). According to Art 5(1)(b)(1)(i) this may include multiple telephone
numbers per callee if call forwarding is used.

9 Art 5(1)(c)(1).

0 According to Art 2(2)(c) this may be a call (including voice, voicemail, conference and data calls), a
supplementary service (including call forwarding or call transfer) or a messaging or multi-media service
(including a short message service, an enhanced media service or a multimedia service).

*! International Mobile Subscriber Identity. It identifies the SIM card; see ITU-T Recommendation E.212,
The international identification plan for mobile terminals and mobile users, http://www.itu.int/rec/T-REC-
E.212-200405-1/en.

*2 International Mobile Equipment Identity. It identifies a mobile phone itself.

%% While the wording of Art 5(1)(f) is unclear as to whose cell ID is to be retained Art 2(2)(e) defines a cell
ID as a “the identity of the cell from which a mobile telephony call originated or in which it terminated”.
According to Art 5(1)(f)(2) data identifying the geographic location of cells also has to be retained.

** However, Art 2(2) explicitly allows the Member States to mandate the retention of data with respect to
unsuccessful call attempts. Unsuccessful call attempts have been the subject of much debate. See Benn-Ibler,
Gemeinsame Kriminalitats- und Terrorbekdmpfung im Spannungsverhdltnis zu den européischen
Burgerrechten, AnwBI 2008, 12, 14; Westphal, Die Richtlinie zur Vorratsspeicherung von Verkehrsdaten,
juridikum 2006, 34, 36.

%5 Contrary to common sense, the obligation to retain the assigned IP address is to be found in Art 5(1)(c) and
not Art 5(1)(a).



and address of the person to whom the IP address was allocated®, the date and time of the
log-in and log-off*° and the DSL or other end point (on the user’s side)®. In the case of
mobile Internet access, the cell ID — along with data identifying the geographic location of
the cell — also has to be retained “at the start of the communication”, i.e. when the Internet
connection is established. It has to be emphasized that no data with regard to Internet
access is to be retained “to identify the destination of a communication” (Art 5(1)(b)) or
“to identify the type of communication (Art 5(1)(d)).** With regard to Internet e-mail and
Internet telephony, “Internet access” therefore is not a subsidiary “catch-all” means of

communication.

With regard to Internet e-mail the sender’s and the recipient’s e-mail addresses (“user
IDs”)*?, telephone numbers in case of dial-up access®®, DSL or other end points (on the
user’s side)*, names and addresses® are to be retained. To identify the date, time and
duration of the communication, Art 5(1)(c)(2)(ii) states that the “date and time of the log-in
and log-off of the Internet e-mail service” has to be retained. This wording raises serious
problems. The sending of an e-mail does not necessarily commence with the log-in and
also does not necessarily complete with the log-off. A user could use a single log-in
session to send and/or receive multiple e-mails over a considerable time span. In an effort
to craft a single provision that would cover Internet e-mail and Internet telephony the
European legislator seems not to have considered this fact. But as the wording of
Art 5(1)(c)(2)(ii) is clear, not the point in time an e-mail was actually sent or received but

26 Art 2(2)(d) defines a user ID as a unique identifier allocated to persons when they subscribe to or register
with the service in question. This could be a username when using a dial-up Internet connection.

27 Art 5(1)(e)(3)(i) explicitly mentions “dial-up access”.

%8 Art 5(1)(a)(2)(iii).

2 Art 5(1)(c)(2)(i).

%0 Art 5(1)(e)(3)(ii) uses the phrase ,end point of the originator of the communication“ to achieve
applicability for Internet access, Internet e-mail and Internet telephony. With regard to Internet access the
“originator of the communication” clearly is the user as he initiates the internet connection.

%1 See, inter alia, Gitter/Schnabel, Die Richtlinie zur Vorratsdatenspeicherung und ihre Umsetzung in das
nationale Recht, MMR 2007, 411.

% Art 5(1)(a)(2)(i) and Art 5(1)(b)(2)(ii).

B Art 5(1)(e)(3)(i).

3 Art 5(1)(e)(3)(ii) uses the phrase ,.end point of the originator of the communication®. In the context of
Internet e-mail this could be read as only to refer to the sender of the e-mail. But this provision has to be read
in context with the preceding Art 5(1)(e)(3)(i) which mentions the “calling telephone number” in the context
of Internet access, Internet e-mail and Internet telephony. The “originator” of the communication in
Art 5(1)(e)(3)(ii) therefore has to be understood as a caller in terms of Art 5(1)(e)(3)(i). Art 5(1)(e)(3)(ii) can
therefore apply to both, the sender and the recipient of an e-mail.

% Art 5(1)(a)(2)(iii); Art 5(1)(b)(2)(ii).



the log-in and log-off time of the Internet e-mail service has to be retained. The Directive
does not define the term “Internet e-mail service”. The term certainly covers services
offered using the standardized e-mail protocols SMTP*®, POP3*" and IMAP®* To
identify the type of communication information about “the Internet service used” has to be
retained. The Directive does not provide a definition for the term “Internet service”. Art
2(2)(c) defines “telephone service” as the type of service and not as a specific service
offered by a specific provider. “Internet service” is therefore to be construed as to mean the
type of mail service (e.g. SMTP, POP3 or IMAP) and not the IP address and port number
of the actual service used (e.g. 216.139.219.28:25). If mobile equipment is used to send
and/or receive mails the cell ID (along with data identifying the geographic location of the
cell) has to be retained “at the start of the communication”. As each individual e-mail has
to be considered a “communication” in its own right, the cell ID has to be retained for

every e-mail sent from or received by a mobile device.

In the case of Internet telephony the following data has to be retained: the caller’s and the
callee’s VoIP addresses® (“user 1Ds”)*, names and addresses*’; in case of a VoIP-to-
telephone-network-call the callee’s telephone number and the telephone number assigned
to the caller”®, telephone numbers in case of dial-up Internet access*, DSL or other end
points (on either user’s side)*, the date and time of the log-in and log-off of the Internet
telephony service and the type of Internet service used. “Internet service” in the context of
VolIP could be construed as to mean which VolP protocol (e.g. SIP) was used. If mobile

equipment is used to perform the VolP communication, the cell ID (along with the data

% Klensin, RFC 2821, Simple Mail Transfer Protocol (2001).

37 Myers/Rose, RFC 1939, Post Office Protocol - Version 3 (1996).

% Crispin, RFC 3501, Internet Message Access Protocol - Version 4Rev1 (2003).

% See below for a discussion of alternative mail transfer protocols, including web mail.

0 Rosenberg/Schulzrinne et al., RFC 3261, SIP: Session Initiation Protocol (2002), Section 19.1.3;
Wallingford, Switching to VolP (2005), 150.

L Art 5(1)(a)(2)(i) and Art 5(1)(b)(2)(i).

2 Art 5(1)(a)(2)(iii); Art 5(1)(b)(2)(ii). As the term “communication” is used in Art 5(1)(b)(2)(ii), it applies
to both, Internet e-mail and Internet telephony.

2 Art 5(1)(a)(2)(ii); when calling “out* (from the Internet to the telephone network) the caller is sometimes
assigned a temporary telephone number. This is why the phrase “telephone number allocated to any
communication entering the public telephone network” was chosen for Art 5(1)(a)(2)(ii).

“ Art 5(1)(e)(3)(i).

* Art 5(1)(e)(3)(ii).



identifying the geographic location of the cell) has to be retained at the start of the

communication.*®

5. The minimum and maximum retention periods

Art 6 states that the data specified in Art 5 is to be retained “for periods of not less than six
months and not more than two years of the date of the communication”. The first issue to
be considered is a rather practical one: how often to search for data old enough to have to
be deleted? Art 6 uses the wording “date of the communication”. This indicates that traffic
data exceeding the retention period set by a Member State only has to be deleted once a
day.

Art 6 gives the Member States considerable flexibility in determining the retention period.
Adding to this flexibility is Art 12%. It allows Member States “facing particular
circumstances” to extend the retention period. Said circumstances have to warrant such an
extension and the extension itself may only be valid for a limited period. The Member
State has to inform the Commission and other Member States immediately. According to
Art 12(2) the Commission has the power to approve or reject the extension. If it does not

act until six months after the notification the extension is deemed to have been approved.

It finally is important to reiterate that the limits for the retention period only affect data that
is to be retained in accordance with Art 5. The Directive therefore does not establish a

general maximum data retention period.

6. Access to retained data

Art 4 states that traffic data retained in accordance with the Directive shall be “provided
only to the competent national authorities in specific cases and in accordance with national
law”. But as Recital 25 reiterates, the Community has no power to regulate the issue of
access by national authorities for activities referred to in the first indent of Art 3(2)
95/46/EC. These include activities provided for by Titles V and VI EU and “processing

® Art 5(1)(f)(i) and (ii).

" See Westphal, Die Richtlinie zur Vorratsspeicherung von Verkehrsdaten, juridikum 2006, 34, 37;
Liebwald, The New Data Retention Directive, MR-Int 2006, 49, 52; Gitter/Schnabel, Die Richtlinie zur
Vorratsdatenspeicherung und ihre Umsetzung in das nationale Recht, MMR 2007, 411, 412.



operations concerning public security, defence, State security [...] and the activities of the

State in areas of criminal law”.*®

When interpreting Art 4 in the light of Recital 25 it becomes clear that the Directive sets no
limits whatsoever on the conditions or kind of access a Member State may grant a national
authority to the retained data. The same holds true for Art 1 that states that the retention is
to be performed, “in order to ensure that the data are available for the purpose of the
investigation, detection and prosecution of serious crime, as defined by each Member State

in its national law”.*°

But as the Community does have the power to regulate all access by actors that are not
national authorities, Art 4 e contrario provides that the retained data must not be provided
to private entities.

7. Legality of the Directive with regard to European fundamental rights
When determining the legality of the Directive with regard to European fundamental rights
it is important to keep in mind that the Directive itself does not state the conditions under

which access to the retained data may be granted.

7.1.  Interference with the right to privacy

Art 6(2) EU states that the European Union shall respect fundamental rights as general
principles of Community law. According to Art 6(2) EU, said fundamental rights are to be
derived from the European Convention for the Protection of Human Rights and
Fundamental Freedoms®® and from the constitutional traditions common to the Member
States™. As all Member States have ratified®® the Council of Europe Convention 108 it

might be used to determine common constitutional traditions. The Charter of Fundamental

%8 See, inter alia, ECJ 20.5.2006, C-317/04.

* Liebwald, The New Data Retention Directive, MR-Int 2006, 49, 53; not considering Recital 25 and of a
contrary opinion, Bignami, Protecting Privacy against the Police in the European Union: The Data Retention
Directive (2007), 19 et seq. and Bignami, European versus American liberty: A comparative privacy analysis
of antiterrorism data mining (2007) 609, 655.

%0 Hereinafter referred to as ECHR.

°! See, in particular, ECJ 6.3.2001, C-274/99 P, § 37; ECJ 18.6.1991, C-260/89, § 41.

52 See http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=108&CM=1&DF=&CL=ENG.

5% Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data,
Council of Europe Treaties No. 108 (28.1.1981).

10



Rights of the European Union is not legally binding and therefore might only provide some
level of guidance when interpreting the common constitutional traditions. Specifically the
Charter provides for the protection of personal data in Art 8 and the respect for private and

family life in Art 7.

Art 8 8 1 ECHR stipulates everybody’s right “to respect for his private and family life, his
home and his correspondence”*. The European Court of Human Rights established in
Klass®™ that telephone communications fall under both “correspondence” and “private
life”.® The Court has further held in Malone® that not just the contents of telephone
communications but also the telephone numbers dialed (i.e. traffic data) are protected
under Art 8 ECHR. In Copland®® the court held that this principle also applies to e-mail

communication.

As the Directive does not regulate the conditions under which access may be granted to the
retained data, the issue arises whether the data retention in itself constitutes an interference
with the right to privacy. The European Court of Human Rights stated in Amann that “the
storing of data relating to the “private life’ of an individual falls within the application of
Article 8 § 1 [ECHR]"*. Citing this principle, the Court further elaborated in Copland that
“it is irrelevant that the data held [...] were not disclosed or used [...] in disciplinary or
other proceedings”.?® The right to privacy as it is provided by Art 8 ECHR is therefore to
be understood in a very broad sense. One can therefore derive from Art 8 ECHR a general
principle of Community law that provides an extensive right to privacy with respect to
personal data. This general principle also finds support in the Articles 7 and 8 of the
Charter of Fundamental Rights of the European Union and in the Council of Europe

Convention 108.

> See, inter alia, ECJ 20.5.2003, C-465/00, C-138/01 and C-139/01, § 68 et seq.

% E.C.H.R. 6.9.1978, Klass and Others v. Germany, Ser. A no. 28, § 41.

% See, inter alia, Frowein in Fowein/Peukert, Europdische Menschenrechtskonvention? (1996), Artikel 8,

88 6, 34.

°"E.C.H.R. 2.8.1984, Malone v. The United Kingdom, Ser. A no. 82, § 84.

* E.C.H.R. 3.4.2007, Copland v. The United Kingdom, § 43.

% E.C.H.R. 16.2.2000, Amann v. Switzerland, ECHR 2000-I1, § 65, referring to E.C.H.R. 26.3.1987, Leander
v. Sweden, Ser. A no. 116, § 48.

%0 E.C.H.R. 3.4.2007, Copland v. The United Kingdom, § 43.

11



The retention of traffic data by itself therefore constitutes an interference with the right to
privacy as it is provided by Art 8 ECHR. As the retention is mandatory, the Directive does
not leave the member states the possibility to implement the directive in a way that would
not interfere with the right to privacy. The Directive itself therefore has the potential to
violate the general principle of the right to privacy.

Art 8 8 2 ECHR states that an interference with the exercise of the right conferred by
Art 8 8 1 ECHR is only permissible if it is “in accordance with the law” and “necessary in
a democratic society" for a recognized purpose.

7.2.  *“Inaccordance with the law”

The European Court of Human Rights has repeatedly held that the phrase “in accordance
with the law” in Art 8 8 2 ECHR also relates to the quality of the law and does not only
refer back to domestic law.®" Said quality has to be compatible with the rule of law, which

is expressly mentioned in the preamble to the Convention.

Art 5 of the Directive uses a very complex approach to define the specific types of traffic
and location data to be retained. As described above it does not deal with each type of
communication (fixed network telephony, mobile telephony, Internet access, Internet e-
mail and Internet telephony) separately. It rather deals with all types of communication
under each of the six data categories. In an effort to use the same wording for multiple
types of communication Art5 also ignores certain technical facts®® and thereby specifies

the data to be retained less precisely than intended.

But with sufficient technical understanding of the communication technologies involved all
terms used in Art 5 can be applied to the five types of communication in a way that

foreseeability® can be established with respect to what data will be retained.

1 E.C.H.R. 2.8.1984, Malone v. The United Kingdom, Ser. A no. 82, § 67; E.C.H.R. 16.2.2000, Amann V.
Switzerland, ECHR 2000-I1, § 56; E.C.H.R. 4.5.2000, Rotaru v. Romania, ECHR 2000-V, § 55.

%2 As discussed above Art 5(1)(c)(2)(ii) mandates the retention of the date and time of the log-in and log-off
of the Internet e-mail service. As a single log-in session may last a considerable time the retained data may
not be sufficient to establish the point in time an e-mail was sent or received.

% For a general discussion of the requirement, see Wiederin in Korinek/Holoubek, Osterreichisches
Bundesverfassungsrecht, Band 111, Grundrechte, Art 8 EMRK, § 18.
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7.3.  “Necessary in a democratic society' for a recognized purpose

Art 8 § 2 ECHR states that an interference must not only be “in accordance with the law”
but also be “necessary in a democratic society” for one of the following purposes: national
security; public safety or the economic well-being of the country; for the prevention of
disorder or crime; for the protection of health or morals; or for the protection of the rights

and freedoms of others.®*

7.3.1. The public purpose of the Directive

According to Art 1(1) the European legislator aims to harmonize the obligations of
providers to retain data, “in order to ensure that the data are available for the purpose of the
investigation, detection and prosecution of serious crime”. As Art 8 § 2 ECHR mentions
both “national security” and “the prevention of [...] crime” this objective can potentially
justify the interference with the right to privacy. To determine whether this is actually the

case the suitability, necessity and proportionality of the measure have to be examined.

7.3.2. Suitability

Whether the retention of traffic data as provided by the Directive is suitable to achieve the
objective stated in Art 1(1) depends on technical aspects of the data retention. It was
argued that the amount of data retained would be so vast that a search would take between
50 and 100 years.” These estimates are mostly based on incorrect assumptions with regard
to what data is to be retained® or ignorant of the performance capabilities of today’s (high
end) computers. When data is indexed®” dozens of terabytes of data can be searched very

efficiently and within adequate time frames.

It has been argued that without the retention of the contents of the communications little
information can be gained from the retained data.®® In addition to that people could use

anonymous devices such as a pre-paid cell phone. But as described below traffic analysis

% See Wiederin in Korinek/Holoubek, Osterreichisches Bundesverfassungsrecht, Band 111, Grundrechte,

Art 8 EMRK, § 22 et seq.

% Westphal, Die Richtlinie zur Vorratsspeicherung von Verkehrsdaten, juridikum 2006, 34, 38.

% \Westphal seems to assume that HTTP-traffic data is also to be retained; Westphal, juridikum 2006, 34, 36.
%7 See Loney/Theriault, Oracle9i DBA Handbook (2002), 45 et seq.

%8 Otto/Seitlinger, Die ,Spitzelrichtlinie“: Zur (Umsetzungs)Problematik der Data Retention Richtlinie
2006/24/EG, MR 2006, 227, 232.
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and social network analysis allows inferring a magnitude of information close to what

could be gained from analyzing the contents of a communication.

7.3.3. Necessity

The retention of traffic data can only be considered necessary if it is the least invasive
measure available that is suitable to achieve the objective stated in Art 1(1). In this context
it is important to reiterate that said objective includes the “detection” of serious crime. This
means that measures like the surveillance of a suspect’s telecommunications or a “quick
freeze” procedure® are not a valid alternative as they require that a crime has already been

detected or a potential perpetrator of a crime identified.

While it is hard to find a real alternative’™ to the retention of traffic and location data the
question arises whether the retention period is as short and therefore as non-intrusive as
necessary. According to Art 6 the data is to be retained “for periods of not less than six
months and not more than two years”. As described above Art 12 additionally allows
Member States “facing particular circumstances” to extend the retention period if the
Commission and other Member States are informed and the Commission does not reject

the extension within six months.

Due to the lack of empirical studies that would clearly demonstrate the extent to which
retained data of a certain age is necessary to investigate, detect or prosecute serious crime
it is not possible to determine whether two years (or even more) are “necessary”.”* But
what can be assumed is that any graph depicting the age of retained data versus the number
of crimes for which that data was necessary to investigate, detect or prosecute it would be
asymptotic towards 0. This means that there will always be some serious crime that might

require a certain kind of data to be retained indefinitely. This clearly shows that the

% “Quick freeze” refers to a measure that would allow a national authority to order the retention of a specific
person’s traffic and location data without having to prove their suspicion. Only when the national authority
wants access to the retained data, it has to obtain a court warrant. See Westphal, Die Richtlinie zur
Vorratsspeicherung von Verkehrsdaten, juridikum 2006, 34, 38; Bignami, Protecting Privacy against the
Police in the European Union: The Data Retention Directive (2007), 16; Article 29 Data Protection Working
Party, Opinion (9.11.2004), 4, http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2004/wp99 _en.pdf.
® Arguing that traditional investigative measures are equally well suited and therefore constitute a “less
intrusive measure”, Otto/Seitlinger, Die ,Spitzelrichtlinie*: Zur (Umsetzungs)Problematik der Data
Retention Richtlinie 2006/24/EG, MR 2006, 227, 233. This argument does not take into account that traffic
analysis and social network analysis of the retained data can provide information otherwise unavailable.

™t Wiistenberg, Vorratsdatenspeicherung und Grundrechte, MR-Int 2006, 91, 96.
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question of how long the data can be retained under Art 8 8 1 ECHR is rather a question of

proportionality than necessity.

7.3.4. Proportionality

The proportionality of this measure particularly depends on its effectiveness, the severity
of the interference and the presence of adequate and effective measures against abuse. As
the Directive does not regulate the conditions under which national authorities may gain
access to the retained data, the public purpose of having such a measure can only be

discussed in general terms.

7.3.4.1. Effectiveness with respect to the Directive’s objective
The effectiveness of the data retention as provided by the Directive is limited by the
inherent limitations of the Directive’s scope and the numerous ways to circumvent the

retention of one’s traffic data in a personally identifiable form.

The Directive’s scope is limited in regional terms to the territory of the Member States.
This means that providers in third countries have no obligation to retain any data under the
Directive. If somebody was to use a dial-up Internet access provided by a third country
provider and applies link level encryption then no traffic data could be retained. Another
example would be somebody employing end-to-end encryption when communicating with
his mail service provider located in a third country. The user’s European Internet access
provider would be unable to find out to whom e-mails are being sent or from whom they

are being received.

A much more drastic limitation of the Directive’s scope results from the fact that the
categories of data listed in Art 5 are only to be retained with respect to fixed network
telephony, mobile telephony, Internet access, Internet e-mail and Internet telephony. These
means of communication may be the most obvious but by far not the only ones. E-mail and
Internet telephony (VolP) are actually only a very small subset of the means of

communication available on today’s Internet.
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At this point it is important to reiterate that with respect to “Internet access” no data is to
be retained “to identify the destination of a communication” (Art 5(1)(b)) or “to identify
the type of communication” (Art 5(1)(c)). Internet communication therefore is only to be

retained if it is Internet e-mail or Internet telephony.

The Directive does not define either term. As e-mail is a technical term is should also be
interpreted in accordance with the relevant technical standards. While RFC 2822
specifies the format of an e-mail the RFCs 28217%, 1939"* and 3501 specify the standard
e-mail protocols SMTP, POP3 and IMAP respectively. The term Internet e-mail as used in
the Directive has to be construed as data that conforms to RFC 2822 and is being
transferred in accordance with RFC 2821, 1939 or 3501. Data transferred over the Internet
that does not conform to the aforementioned RFCs is not an “Internet e-mail” and — unless
it falls under “Internet telephony” — is not to be retained under Art 5.

As the term “Internet telephony” is not defined in the directive one might recourse to
Art 2(2)(c) which defines the term “telephone service” as “calls [...], supplementary
services [...], and messaging and multi-media services (including short message services,
enhanced media services and multi-media services)”. The term “telephone service” is only
used in Art 5(1)(d)(1) to give meaning to the term “type of communication” with respect to
fixed network and mobile telephony. The term “telephone service” therefore cannot be
used to give meaning to “Internet telephony”. If the definition of “telephone service” was
applied to the Internet it would effectively cover all services offering audio-visual content.
The European legislator hardly wanted to introduce such broad obligations to retain data
through a “backdoor”, using the term “Internet telephony”. The term therefore has to be
construed using applicable standards’® such as SIP (RFC 3261)"", H.232"® and RTP (RFC

72 Resnick, RFC 2822, Internet Message Format (2001).

® Klensin, RFC 2821, Simple Mail Transfer Protocol (2001).

™ Myers/Rose, RFC 1939, Post Office Protocol - Version 3 (1996).

7 Crispin, RFC 3501, Internet Message Access Protocol - Version 4Rev1 (2003).

’® See Wallingford, Switching to VoIP (2005), 119 et seq and 130 et seq.

" Rosenberg/Schulzrinne et al., RFC 3261, SIP: Session Initiation Protocol (2002).

® ITU-T Recommendation H.323, Packet-based multimedia communications  systems,
http://www.itu.int/rec/T-REC-H.323/en.
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3550)"°. Only data that conforms to these standards can be considered “Internet

telephony”.

To construe the terms “Internet e-mail” and “Internet telephony” using applicable technical
standards is not only a matter of practicality and legal certainty. The whole purpose of the
Directive is to obligate providers to retain certain traffic data. To fulfill this obligation
providers cannot perform a case-by-case determination of every communication or even
every data packet. They have to use automated means to read, analyze, filter and store
network traffic data. The implementation of these automated means requires explicit rules
as to what data has to be retained. If every provider is not to use his own interpretation of
what constitutes “Internet e-mail” or “Internet telephony” they have to use common
standards. The aim of the Directive is to harmonize Member States’ provisions concerning
the obligations of providers with respect to the retention of traffic and location data. As the
Directive does not define any technical standards itself, the aim of harmonization can only
be fulfilled if already existing generally accepted standards are used. The purpose of the
Directive therefore requires that technical terms left undefined in the Directive be
construed using technical standards.

As the following means of online communication are neither “Internet e-mail” nor
“Internet telephony” they are not to be retained under Art 5: Blogs, message boards, videos
on platforms like YouTube, communication via social networking platforms, instant

messaging, IRC, Usenet, all HTTP traffic in general and peer-to-peer services.

Blogs (short for “web logs”), message boards or videos on platforms like YouTube may
contain a message to one or more individuals but as they are not formatted in accordance
with RFC 2822 they cannot be considered an “Internet e-mail”. Some forms of
communication via social networking platforms may even be labeled “e-mail” by the
platform’s provider. They nevertheless usually do not adhere to RFC 2822. Instant
messaging and IRC allow instant communication between two or more parties. Most

instant messaging applications use a proprietary protocol and data format while IRC is

™ Schulzrinne/Casner/Frederick/Jacobson, RFC 3550, RTP: A Transport Protocol for Real-Time
Applications (2003).

17



specified in the RFC 1459%°. Both can therefore not be considered “Internet e-mail”.
Usenet uses a message format that is specified in RFC 1036%. That format is similar but
distinct from RFC 2822. The protocol used to transfer a Usenet message®” also differs from
SMTP. HTTP® traffic in general (this includes all communication to and from one’s
browser) simply is neither “Internet e-mail” nor “Internet telephony”. This is even true in
the case of web-mail. Web mail service providers like Microsoft, Google or GMX offer
their users a website that allows them to authenticate and then send and receive e-mails.
Technically speaking the data transferred from the user’s browser to the web mail service
provier’s web server (or vice versa) is not an e-mail (conforming to RFC 2822 being
transferred by SMTP, POP3 or IMAP) but an HTTP request or an HTTP response as
defined by RFC 2616. When sending an e-mail via web mail data in a proprietary format®
is transferred to the provider’s web server. It is there that the data is formatted in
accordance with RFC 2822 and further delivered as an e-mail using SMTP.

It would also be technically infeasible to analyze HTTP-traffic and filter it with respect to
web mail. There is no standard that would define how e-mails are to be transferred via
HTTP. When looking at received mail using a web mail provider, the provider’s web
server actually does not send the data comprising the e-mail and the instructions for how to
display the data separately. The format language HTML in general does not allow the
separation of content and its presentation. This means that any filter that was to attempt to
extract relevant e-mail traffic data from the communication with a web mail service
provider would have to be changed whenever the design of the web page changes. Given
the huge amount of web mail providers and the constant change of their data formats,
filtering web mail traffic is impossible for all practical purposes. Due to the imprecision of
a filter the inadvertent retention of the content of a communicati